Lesson: Lesson 1: Introduction to Networking Concepts
Multiple Choice
1. Which of the following is not a benefit of DHCP?
a) centralized administration of IP configuration
b) dynamic host configuration
c) seamless IP host configuration
d) portability of workstations
Ans: d
Difficulty: Easy
Section Ref: Introducing the Dynamic Host Configuration Protocol (DHCP)
DHCP provides five key benefits to those managing and maintaining a TCP/IP network. These are centralized administration of IP configuration, dynamic host configuration, seamless IP host configuration, scalability, and flexibility.
2. What is the primary means of identifying network devices and services in a Windows Server 2008 network?
a) DHCP
b) TCP/IP
c) DNS
d) IP
Ans: c
Difficulty: Easy
Section Ref: Introducing the Domain Name System (DNS)
In a Windows Server 2008 network, the primary means of identifying network devices and services is through the use of DNS.
3. The process of obtaining an IP address for a computer name (for example, “ComputerA”) is called __________.
a) name resolution
b) address controlling
c) address resolution

d) name controlling
Ans: a
Difficulty: Easy
Section Ref: Introducing the Domain Name System (DNS)
The process of obtaining an IP address for a computer name (for example, “ComputerA”) is called name resolution.
4. Of the several key components of subnetting that are listed below, which is the most accurate description?
a) Systems within the same subnet can communicate indirectly with the external network.
b) Systems within the same subnet will not share the same network address.
c) Systems within a subnet need not be burdened with information about external network addressing.
d) Systems within the same subnet that share the same network address do not require any information about external network addressing.
Ans: c
Difficulty: Medium
Section Ref: Understanding TCP/IP Addressing
Subnetting refers to the logical partitioning of an organization’s network address range into smaller blocks, which is accomplished by using a subnet mask to further distinguish the contents of the network address as a subnet number and a subnet address block.
5. Which of the following is not a top-level domain name?
a) .aero
b) .coop
c) .museum
d) .corp
Ans: d
Difficulty: Easy
Section Ref: Introducing the Domain Name System (DNS)
The available generic top-level domain names include .aero, .biz, .com, .coop, .edu, .gov, .info, .int, .mil, .museum, .name, .net, .org, and .pro.
6. The routing service included with Windows Server 2008 is better suited for __________.
a) a smaller network 

b) a larger network

c) a mid-size network
d) large amounts of traffic
Ans: a
Difficulty: Easy
Section Ref: Using the Routing and Remote Access Service (RRAS)
The routing service included with Windows Server 2008 is better suited for a smaller network or one with a small amount of network traffic that needs to pass between subnets.
7. Network Access Protection was introduced with which operating system?
a) Windows Vista
b) Windows NT
c) Windows Server 2003
d) Windows Server 2008
Ans: d
Difficulty: Medium
Section Ref: Introducing Network Access Protection (NAP)
To allow administrators to enforce network security policies, such as mandatory anti-virus or firewall configurations, Windows Server 2008 has introduced the Network Access Protection (NAP) enforcement platform.
8. If you use DHCP with an alternate configuration and the DHCP client cannot locate a DHCP server, the alternate configuration is used to configure the network adapter. No additional discovery attempts are made except under what conditions?
a) The network adapter is disabled and then enabled again.
b) The TCP/IP settings for the adapter are changed, and DHCP remains enabled after these changes.
c) Media (such as network cabling) is disconnected and then reconnected.
d) All of the above
Ans: d
Difficulty: Hard
Section Ref: Introducing the Dynamic Host Configuration Protocol (DHCP)
If you use DHCP with an alternate configuration and the DHCP client cannot locate a DHCP server, the alternate configuration is used to configure the network adapter. No additional discovery attempts are made except under the following conditions: The network adapter is disabled and then enabled again, media (such as network cabling) is disconnected and then reconnected, and when the TCP/IP settings for the adapter are changed and DHCP remains enabled after these changes.
9. To comply with RFC 1542 and provide relay agent support, each router must be able to recognize __________.
a) BOOTP and IP protocol messages and relay them appropriately
b) IP and DHCP protocol messages and relay them appropriately
c) BOOTP and DHCP protocol messages and relay them appropriately 

d) DHCP and TCP/IP protocol messages and relay them appropriately
Ans: c
Difficulty: Medium
Section Ref: Introducing the Dynamic Host Configuration Protocol (DHCP)
To comply with RFC 1542 and provide relay agent support, each router must be able to recognize BOOTP and DHCP protocol messages and relay them appropriately. Because routers typically interpret DHCP messages as BOOTP messages, a router with only BOOTP relay agent capability relays DHCP packets and any BOOTP packets sent on the network.
10. A starting address of 192.0.0.0 and an ending address of 223.255.255.255 is a member of which network class?
a) Class A
b) Class B
c) Class C
d) Class D
Ans: c
Difficulty: Medium
Section Ref: Understanding TCP/IP Addressing
A Class C address falls in between the 192.0.0.0(223.255.255.255 range.
11. IPv4 addresses are commonly represented by using what type of notation?
a) subnetting
b) CIDR 
c) classful addressing
d) dotted-decimal 
Ans: d
Difficulty: Medium
Section Ref: Understanding TCP/IP Addressing
IPv4 addresses are commonly represented by using what is called dotted-decimal notation, in which the decimal value of each byte is shown, using periods to separate the bytes. For example, 192.1.120.84 or 192.5.18.102 would be IPv4 addresses in dotted-decimal notation.
12. Which feature is an integral part of IPv6, whereas it was an optional feature under IPv4?
a) IP security 
b) subnetting
c) DNS security
d) name resolution
Ans: a
Difficulty: Hard
Section Ref: Understanding TCP/IP Addressing
IP security through the use of IPSec is an integral part of IPv6, whereas it was an optional feature under IPv4.
13. The DHCP relay agent listens for which messages that are broadcast from the client?
a) DHCPDISCOVER
b) DHCPREQUEST
c) DHCPINFORM
d) All of the above
Ans: d
Difficulty: Easy
Section Ref: Introducing the Dynamic Host Configuration Protocol (DHCP)
The DHCP relay agent is configured with the address of a DHCP server. The DHCP relay agent listens for DHCPDISCOVER, DHCPREQUEST, and DHCPINFORM messages that are broadcast from the client.
14. What service provides the ability to use a Windows Server 2008 computer as a router, which passes network traffic from one TCP/IP network to another, as well as for remote access capabilities using either dial-up or VPN technology?
a) DNS
b) Routing and Remote Access
c) DHCP
d) VPN Routing
Ans: b
Difficulty: Easy
Section Ref: Understanding TCP/IP Addressing
The Routing and Remote Access service provides the ability to use a Windows Server 2008 computer as a router, which passes network traffic from one TCP/IP network to another, as well as for remote access capabilities using either dial-up or VPN technology.
15. Where would you find the Alternate Configuration tab?
a) Network Connections Properties page
b) Internet Protocol Properties page

c) Network and Sharing Center Properties page
d) Local Area Connection Properties page

Ans: b
Difficulty: Hard
Section Ref: Introducing the Dynamic Host Configuration Protocol (DHCP)
The Alternate Configuration tab can be found on the Internet Protocol properties page.

16. DHCP is based heavily on which protocol?
a) ARP
b) ICMP
c) BOOTP
d) PAR
Ans: c
Difficulty: Medium
Section Ref: Introducing the Dynamic Host Configuration Protocol (DHCP)
DHCP is based heavily on the Bootstrap protocol (BOOTP), a protocol still in use today that provides IP configuration information to diskless workstations that cannot store information locally and need to store their IP information in volatile memory upon each system boot.
17 Which of the following is not a function of DHCP? 

a) transmitting data from one network to another
b) bootstrapping diskless workstations
c) automating the assigning, tracking, and reassigning of IP addresses
d) dynamically allocating an IP address from a pool of addresses
Ans: a
Difficulty: Hard
Section Ref: Introducing the Dynamic Host Configuration Protocol (DHCP)
DHCP may be based on BOOTP, but it extends its predecessor in several ways. Rather than push preconfigured parameters to expected clients, DHCP can dynamically allocate an IP address from a pool of addresses and then reclaim it when it is no longer needed. Because this process is dynamic, no duplicate addresses are assigned by a properly configured DHCP server and administrators can move computers between subnets without manually configuring them. In addition, a large number of standard configuration and platform-specific parameters can be specified and dynamically delivered to the client. Thus, DHCP provides important functions beyond simply bootstrapping diskless workstations, and it is often used to automatically configure networking after systems are booted.
18.Which of the following is not a component of DNS?
a) DNS namespace
b) DNS zones
c) DNS resource records
d) DNS relay agent
Ans: d
Difficulty: Easy
Section Ref: Introducing the Domain Name System (DNS)
The components of DNS include the DNS namespace, DNS zones, DNS name servers, and DNS resource records.
19. Which of the following strings does not represent the same IPv6 address?
a) 2001:0000:0000:0000:0000:0000:0000:7334

b) 2001::7334

c) 192.168.1.101
d) 2001:0:0:0:0:0:0:7334

Ans: c
Difficulty: Easy
Section Ref: Understanding TCP/IP Addressing 

Unlike IPv4 addresses, which are 32 bits in length and expressed in dotted-decimal notation, IPv6 addresses are 128 bits in length and expressed in hexadecimal notation. For example, 192.168.1.101 is an example of an IPv4 IP address, while 2001:0db8:85a3:08d3:1319:8a2e:0370:7334 is an example of an IPv6 IP address. If an IPv6 address contains a series of sequential zeroes, the address can be shortened to use a single zero in each group, or else the entire grouping can be represented using a double colon (::).
20. To support and use the DHCP service across multiple subnets, routers connecting each subnet should comply with the DHCP/BOOTP relay agent capabilities described in __________. 
a) RFC 1342
b) RFC 1442 
c) RFC 1542
d) RFC 1642
Ans: c
Difficulty: Medium
Section Ref: Introducing the Dynamic Host Configuration Protocol (DHCP)
To support and use the DHCP service across multiple subnets, routers connecting each subnet should comply with the DHCP/BOOTP relay agent capabilities described in RFC 1542.
21. If you have an IPv4 address of 194.34.76.34 with a subnet mask of 255.255.255.0, what is the network number?

a) 194.0.0.0

b) 194.34.0.0

c) 194.34.76.0

d) 194.34.64.0

Ans: c

Difficulty: Easy

Section Ref: Introducing TCP/IP Addressing

When an address has a subnet mask of 255.255.255.0, the first 24 bits of the address are network bits and the last 8 bits are host bits. Therefore, the first 24 bits as represented by the first three octets show the network address, which is 194.34.76.0. The host bits of a network address are set to 0.

22. You have an IPv4 address of 207.34.65.231 with a subnet mask of 255.255.240.0. What is the CIDR notation?

a) /8

b) /16

c) /20

d) /24

Ans: c

Difficulty: Easy

Section Ref: Introducing TCP/IP Addressing

The subnet mask of 255.255.240.0 translates to 1111 1111.1111 1111.1111 0000.0000 0000, which translates to 20 bits being masked and 12 bits not being masked. Therefore, the CIDR notation is /20.

23. If you have an IPv4 address of 33.34.66.0 with a subnet mask of 255.255.255.0, how many hosts does the network support?

a) 126

b) 254

c) 424

d) 510

Ans: b

Difficulty: Easy

Section Ref: Introducing TCP/IP Addressing

A network with a mask of 255.255.255.0 has 8 bits unmasked indicated 8 bits for host addressing. 8 bits can be used to number 254 addresses (2^8-2=254) or hosts.

24. What is the class D addresses used for?

a) unicasting

b) multicasting

c) broadcasting

d) anycasting

Ans: b

Difficulty: Easy

Section Ref: Introducing TCP/IP Addressing

Class D in a classful networking scheme was reserved for multicasting, which has one packet sent to multiple hosts.

25. Which technology is used to translate multiple private addresses to a public address?

a) ARP

b) DHCP

c) DNS

d) NAT

Ans: d

Difficulty: Easy

Section Ref: Introducing TCP/IP Addressing

For convenience, several network address blocks were reserved for private networks and they were defined to be non-routable outside of the private network. Hosts using private network addresses can communicate with public networks only by using network address translation (NAT), which enables routing by mapping their private network address to a different, routable network address.

26. What is the loopback address for IPv4?

a) 128.0.0.1

b) 127.0.0.1

c) 255.255.255.0

d) 169.254.3.2

Ans: b

Difficulty: Easy

Section Ref: Introducing TCP/IP Addressing

The loopback address in IPv4 is written as 127.0.0.1, which is used to indicate itself. The loopback address is primarily used to test a TCP/IP stack or local connection.

27. How many bits does a IPv6 address have?

a) 28

b) 32

c) 64

d) 128

Ans: d

Difficulty: Easy

Section Ref: Introducing IP version 6 (IPv6)

IPv6 uses 128 bits, or 16 bytes, for addressing—thus providing 2^128 (about 340 billion) unique addresses.

28. What is the loopback address for IPv6?

a) 127.0.0.1

b) 255.255.255.255

c) 2001::7334

d) ::1

Ans: d

Difficulty: Medium

Section Ref: Introducing IP version 6 (IPv6)

The loopback address in IPv6 is written as ::1.

29. Which of the following is an IPv6 address? (Choose all that apply)

a) 127.0.0.1

b) E0-69-95-6E-E5-1A
c) FE80:0000:0000:0000:02A0:D2FF:FEA5:E9F5
d) 2002:180a:1576:0:35fb:68ec:e8a7:540f

Ans: c and d

Difficulty: Easy

Section Ref: Introducing IP version 6 (IPv6)

IPv6 addresses are usually divided into groups of 16 bits written as four hex digits (one hexadecimal digit is equivalent to 4 bits), and the groups are separated by colons.
30. What IPv6 address is available on the Internet?

a) Global unicast address

b) Link local unicast address

c) Multicast address

d) Local loopback

Ans: a

Difficulty: Medium

Section Ref: Introducing IP version 6 (IPv6)

Global unicast addresses are globally accessible, such as those found on the Internet.

31. What type of address are used as a plug-and-play type system to connect a host to the network and to find neighboring routers?

a) Global unicast address

b) Link local unicast address

c) Multicast address

d) Local loopback

Ans: b

Difficulty: E

Section Ref: Introducing IP version 6 (IPv6)

Link local unicast addresses are aimed at a plug-and-play type system where you connect a host to the network, it is automatically assigned an address, and it is allowed to start to communicate on the network with little user interaction.
32. Which of the following is used to create a tunnel across an IPv4 network when the clients are behind an IPv4 NAT?

a) Ipv4-mapped address

b) 6to4 address

c) ISATAP address

d) Teredo address

Ans: d

Difficulty: Hard

Section Ref: Introducing IP version 6 (IPv6)

Teredo addressing enables you to tunnel across the IPv4 network when the clients are behind an IPv4 NAT. Teredo was created because many IPv4 routers use NAT to define a private address space for corporate networks. 
33. What prefix does a Teredo client use?

a) 2001:0000

b) 192:0

c) 4137:0

d) FFFF:0

Ans: a

Difficulty: Hard

Section Ref: Introducing IP version 6 (IPv6)

Each Teredo client is assigned a public IPv6 address, which has the first 32 bits set to 2001:0000. 

True/False

34. One benefit of the hierarchical structure of DNS is that it is possible to have two hosts with the same host names that are in different locations in the hierarchy.
Ans: True
Difficulty: Easy
Section Ref: Introducing the Domain Name System (DNS)
35. DHCP cannot dynamically allocate an IP address from a pool of addresses and then reclaim it when it is no longer needed.
Ans: False
Difficulty: Easy

Section Ref: Introducing the Dynamic Host Configuration Protocol (DHCP)
36. IPv6 uses 128 bits, or 16 bytes, for addressing, thus providing 2128 (about 340 billion) unique addresses.
Ans: True
Difficulty: Easy
Section Ref: Understanding TCP/IP Addressing
37. Using DHCP relay agents eliminates the need to have a DHCP server on every subnet.
Ans: True
Difficulty: Easy
Section Ref: Introducing the Dynamic Host Configuration Protocol (DHCP)
38. Dynamic IP addresses can be assigned when administering TCP/IP hosts. These addresses must be configured and maintained manually.

Ans: False
Difficulty: Easy
Section Ref: Introducing the Dynamic Host Configuration Protocol (DHCP)
Fill-in-the-Blank

39. DNS uses a fully qualified __________ name to map a host name to an IP address.
Ans: domain
Difficulty: Easy
Section Ref: Introducing the Domain Name System (DNS)
40. Hosts using private network addresses can communicate with public networks only by using network address __________, which enables routing by mapping their private network address to a different, routable network address.
Ans: translation
Difficulty: Easy
Section Ref: Understanding TCP/IP Addressing
41. For any computer or host—a computer, printer, or other device configured with a network interface—to communicate on a TCP/IP network, it must be configured with a valid IP __________.
Ans: address
Difficulty: Easy
Section Ref: Understanding TCP/IP Addressing
42. A big advantage of __________ is that systems within a subnet need not be burdened with information about external network addressing.
Ans: subnetting 
Difficulty: Easy
Section Ref: Understanding TCP/IP Addressing 

43. When administering TCP/IP hosts, you can assign __________ IP addresses that must be configured and maintained manually.
Ans: static
Difficulty: Easy

Section Ref: Introducing the Dynamic Host Configuration Protocol (DHCP)

44. In a Windows Server 2008 network, the primary means of identifying network devices and services is through the use of __________.
Ans: DNS
Difficulty: Hard
Section Ref: Introducing the Domain Name System (DNS)
45. The DNS __________ is a hierarchical, tree-structured namespace that starts at an unnamed root used for all DNS operations.
Ans: namespace
Difficulty: Medium
Section Ref: Introducing the Domain Name System (DNS)
46. There are currently two implementations of TCP/IP: TCP/IP version 4 and TCP/IP version __________.
Ans: 6
Difficulty: Easy
Section Ref: Understanding TCP/IP Addressing 

47. Using __________ gives the administrator increased flexibility, allowing the administrator to more easily change IP configurations when the infrastructure changes.
Ans: DHCP
Difficulty: Easy
Section Ref: Introducing the Dynamic Host Configuration Protocol (DHCP)
48. ___________avoids the problem of IP hosts being unable to communicate if the DHCP server is unavailable for some reason.
Ans: APIPA
Difficulty: Easy
Section Ref: Introducing the Dynamic Host Configuration Protocol (DHCP)
Short Answer

49. What provides name resolution to allow meaningful names to be used to refer to network addresses?
Ans: Domain Name System, DNS
Difficulty: Easy
Section Ref: Introducing the Domain Name System (DNS)
50. Which network has the three most significant bits as “110,” with the remainder of the first three octets as the network number and the last octet as the host number?
Ans: Class C
Difficulty: Hard
Section Ref: Understanding TCP/IP Addressing
51. What evolved to improve flexibility for public Internet Service Providers (ISPs) to allocate many small networks to their customers?
Ans: Classless Inter-Domain Routing, CIDR
Difficulty: Easy
Section Ref: Understanding TCP/IP Addressing
52. What does DNS use to map a host name to an IP address?
Ans: Fully Qualified Domain Name, FQDN
Difficulty: Easy
Section Ref: Introducing the Domain Name System (DNS)
53. Before the evolution of what we now know as the Internet, name resolution was handled by text files that went by what name?
Ans: HOSTS files
Difficulty: Easy
Section Ref: Introducing the Domain Name System (DNS)
54. The Domain Name System (DNS) provides the mechanism for associating meaningful host names with what?
Ans: network addresses
Difficulty: Easy
Section Ref: Introducing the Domain Name System (DNS)
55. Second-level DNS domains are registered to whom?
Ans: individuals or organizations
Difficulty: Medium
Section Ref: Introducing the Domain Name System (DNS)
56. What allows administrators to configure TCP/IP by automatically assigning unique IP addresses while preventing duplicate address assignment?
Ans: DHCP
Difficulty: Easy
Section Ref: Introducing the Dynamic Host Configuration Protocol (DHCP)
57. How can you shorten the following IPv6 address?


FE80:0000:0000:0000:02A0:D2FF:FE35:B9F6

Ans: FE80::2A0:D2FF:FE35:B9F6

Difficulty: Medium

Section Ref: Introducing IP version 6 (IPv6)

You can also drop any single grouping of zero octets (as in the number above) between numbers as long as you replace them with a double colon (::) and only if they are complete octets.
Essay

58. If you use DHCP with an alternate configuration and the DHCP client cannot locate a DHCP server, the alternate configuration is used to configure the network adapter. No additional discovery attempts are made except under what conditions?
Ans: (1) The network adapter is disabled and then enabled again; (2) media (such as network cabling) is disconnected and then reconnected; and (3) the TCP/IP settings for the adapter are changed, and DHCP remains enabled after these changes.
Difficulty: Hard
Section Ref: Introducing the Dynamic Host Configuration Protocol (DHCP)
59. What are the five key benefits that DHCP provides to those managing and maintaining a TCP/IP network?
Ans: centralized administration of IP configuration, dynamic host configuration, seamless IP host configuration, scalability, and flexibility
Difficulty: Easy
Section Ref: Introducing the Dynamic Host Configuration Protocol (DHCP)
60. Although DNS is most commonly associated with the Internet, what are some benefits to private networks using DNS?
Ans: scalability, transparency, ease of use, and simplicity
Difficulty: Hard
Section Ref: Introducing the Domain Name System (DNS)
61. What are two key services that the RRAS server role provides?
Ans: routing and remote access
Difficulty: Hard
Section Ref: Using the Routing and Remote Access Service (RRAS)
62. Name two reasons why your network will most likely not function without DNS.
Ans: Clients won’t be able to resolve names to Internet Protocol (IP) addresses, and Active Directory clients use DNS to locate domain controllers.
Difficulty: Medium
Section Ref: Introducing the Domain Name System (DNS)
63. What is a DHCP relay agent?
Ans: A DHCP relay agent is a host or IP router that listens for DHCP (and BOOTP) client messages being broadcast on a subnet and then forwards those DHCP messages to a DHCP server on a remote subnet.
Difficulty: Easy
Section Ref: Introducing the Dynamic Host Configuration Protocol (DHCP)
64. To display the Alternate Configuration tab, the network adapter must be configured to obtain an IP address automatically. Where do you view the Alternate Configuration tab, starting from the Local Area Connection Properties page?
Ans: In the Local Area Connection Properties page, click Internet Protocol (TCP/IP), and then click Properties.
Difficulty: Easy
Section Ref: Introducing the Dynamic Host Configuration Protocol (DHCP)
